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Winnebago Cooperétlve
Telecom Association

704 E. Main St.< Lake Mills. 1A 50450

Phone: 641592 6105 ¢ Fax: 641.592.6102
E-Mail: wcta@wectatel.net

Received & inspected
FEB 122010
FCC Mail Room

January 25, 2010

Commision's Secretary, Marlene H. Dorich
Office of the Secretary

Federal Communications Commission

445 12™ St. SW, Suite TW-A325
Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2009)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 20086, Winnebago Cooperative Telecom Association hereby files its most recent

certification regarding its compliance with the rules of the Federal Communications Commission
set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 641-592-6105.
Sincerely,

40.7 Mz?@wl,/
Terry Wegener

General Manager/Executive Vice President

cc. Best Copy and Printing, inc. — via FCC@BCPIWEB.COM

No. of Copigs rec’d 0
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Received & Inspected
FEB 122019
FCC Maii Room

ANNUAL 47 C.F.R. § 64.2009(E) CPN! Cerftification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2009

January 25, 2010

Name of Company covered by this certification: Winnebago -Cooperative Telecom Association

Form 499 Filer ID: 801903
Name of signatory: Terry Wegener

Title of signatory: General Manager/Executive Vice President

1, Terry Wegener, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have personal knowledge that the company has established

operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set forth
in section 64.2001 el seq. of the Commission’s rules.

The company has not taken any actions (proceedings instituted or petitions filed by a company
at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year. Companies must report on any information that they have

with respect to the processes pretexters are using to attempt to access CPNI, and what steps
companies are taking to protect CPNIL,

The company has not received any customer complaints in the past year concerning the
unauthorized releasz of CPNI (number of customer complaints a company has received related
to unauthorized accass to CPNI, or unauthorized disclosure of CPNI, broken down by category
or complaint, e.g., instances of improper access by employees, instances of improper disclosure
to individuals not authorized to receive the information, or instances of improprer access to
online information by individuals not authorized to view the information).

-

Jtrte [eL2A2 1000

Terry Wegener
General Manager/Executive Vice President
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Winnebago Cooperative Telecom Association FCC Maj; Room
704 East Main Street
Lake Mills, lowa 50450

ANNUAL 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket No. 06-36
Annual 64.2009{e) CPNI Certification for 2009
Date: January 25, 2010

This filing is being made by Winnebago Cooperative Telecom Association as required
by 47 C.F.R. § 64.2009(e).

Companies covered by the attached Annual 47 C.F.R. § 64.2009(e) Certification (the
"Certification") include the parent and its wholly-owned or controlled subsidiaries which
are "carriers” (collectively, the "Company") as follows:

Company Name Form 499 Filer ID

Winnebago Cooperative Telecom 801903
Association

WCTA Wireless, Inc. N/A
Winnebago Transport Services, Inc. 801304

Miller Telephone Company 805404

The board of directors and management of each of the above-listed companies are
identical. The officer who signed the Certification signed as an authorized officer and
agent of each of the above-listed companies. The Cerlification applies to and is filed on
behalf of each of the above-listed companies.

For purposes of the attached Accompanying Statement the above-listed companies are
also considered "affiliates” of the Company. Where appropriate or required, the
Company's CPNI policies apply to and may reference the Company and its affiliated
companies.

Terry Wdener  //
General Manager/Executive Vice President




Winnebago Cooperative Telecom Association
704 tasl Main Slreet
Lake Mills, lowa 50450

Exhibit 1
Accompanying Statement

Winpebaga Cooparsuve Telecom Assperauon ("Company™) mamiams dre Tellowing operaing procedures

e epure compliamce with the rades get fopth m 4% CF R Pay &4 Subpen U
Section 64.2005 Use of cusiomer propnrietary network information without cusiomer
approval.

{#) Any teleconumunicalions casvler may nse, disclose. or perni access 1o UPNJ oy tie porpose of
providing or marketing seyvice offermgs among the categories of service {1.¢ . Jocal. mierexchange. and
CMRSY 10 which the customer already sabscribes from he same carmer, without cnstomer approval.

(1) M » teleconununications carier provides different categories of service. and s cusiomer
subscribes 1o more than one category of service offered by 1be camer, the carner 1s penitted (o share
CPNY among the carrier's affillaled entives that provide a service offering 10 the customer.

(2) If a teleconimunicatious carmer prowides different categonies of service. but a customer does
not sabscribe to more than one offering by the carner. the carrier 3s not penyiied 10 share CPN) wath s
sMitstes. except as provided m {64.2007(D)

(L) A lelecommunicatons carme may not use, disclose, or permit access 10 CPNJ 1o market 10 a
customer service offerimgs that are withm a category of service 10 which the subscriber does not already
subscribe from tha cavzer. unless tim carrier has cuslomer approval 1o do sc. except as described in
paragraph{c) of s seciion.

(1) A wireless provider may use. disclose, or perent access 10 CPNJ denved from nis provision of
CMRS, withous customer approval, Jor e provision of CPE and informanon service(sy. A wireline carrer
may vse. disclose or penmt access 10 CPNI derved fiom ais provision ol local exchange service or
vierexchange service. without custosner approval. Jor te provision of CPE and call answermg, voice mal
o niessugmg. voice siorage and remeval services, fax store and Jorward, and prototol conversiom

(2) A teleconumpncalions carrer may not use, disclose. or peniit access 10 CPNI (o identify or
rack customers trat call coropeing service providers  For example. a local exchange carrier may not use
local service CPNY 1o mack all enstomers that call local seyvice compenors

(c) A telecommunications carner may vse. disclose, o1 permit access 10 TPNIL withow cusiome
approval, as descnbed a1 his paragraph (c).

(1) Acdeconmumeantions carrier i vie, discdose ar pennit aceess 1o CPNI wathout cusiomer
approval. s provision of mside wirne wstallunon. mamicnance, and repalr seivices.

(23 CMRS powders may use, hscloce. o pernn access w CPNI {or the pmpose of condacime
rescarch on the health effecis of CMRS.

(3) LECs. CMRS providers. and wieiconmecied Yol P praviders may use CPNI, winhont cusiomes
spproval. 1o marker services formerly kncwn as adjunci-1o-basic services, such < bt not Tnnired to. speed




draling, compuies-provided direclory assistance, call momnormg. call wacing. call blocking, call rewm.
pepeat dalme. call mackivg, calbwaimg. caller I D ool fereandme. and caan Cenmex feamne

b A eCommatons Graen nay neCdisclos ¢ or pannt access (0 CPN e protet tig iiviie
e nrepore o e o o1t et ool nsers of there serviees aud cther cormere frooy fondalon:, shasren,
nnjawful wse of. or subscripuon 1o. snch services
The Company has adopted specific CPNT policies 1o ensure that. it the absence of customer approval,
CPNI is ondy used by rhe Company fo provide or muher Sovviee offerings among the cilegeries of
service (e, foeal, Tnierexehange, and CMRS) 1o wineh the cuStomer already swbsovibes  The
Company:'s CPNI policies profubir the shaynng of CPND il offiltated compamies, exeepr s perniired
under Rule 64.2008(a)(1) or with customer approval prsumnt o Rule 64.2007¢l). The only exceptions
to these polfeies are as permitred under 47 U.S.C§ 222d) and Rule 64.2005.

Section 64.2007 Approval required tor nse of customer proprietary network information.

ta) A 1elecorumunicatons camier may oblziy approval through writlen. oral or electromc
methods.

(1) Aelecominunications carrier relyimg on oral approval shal) bear the burden of demonstrating
Urat such approval has been given wm comphiance with the Commssion s rales ui this par.

{2) Approval o1 disapproval 10 use. disclose. or permit access 1o a cusiomer s CPN] abtained by a
telecommunications carrier must remain i effect nm! the cnsiomer revokes or hamis such approval or
disapproval.

{3) A telecommmicalions carrier musi mabnam records of approval, whether oral. wniten o
elecnomic, for at least one yeaT.

In all eircumstances where customer approval 1s vequived 1o use, disclose or permit access io CPNI, the
Company's CPNJ policies require that the Company obtain cusivmer approval throngh written, oval or
elecironic metheds in compliance with Rule 642007 A cusiomer's approval or disapproval remains in
effect until the customer revokes or Iinnis the appyoval or disapproval. The Company maiiaius vecords
of customer approval (whether wrntien, gral or gledvewic) foy @ mitinnon of vne year.

by Uhse of Opt Oui and Opr-hy Approval Processes. A 1gleconnmumcalions carvier may, subjec
10 opl-cul approval of Gp-I appsoval, use 1s cusionter’s mdividually identifiable CPNI for the purpose o)
marketing communicauons-related services (o thal cusiomer A telecommmications carrier may, subject 1o
apt-ont approval ar apt-in approval, disclose s ensiomer's mdvydnally identifiable CPN), for the purpose
ol markenne communicanionsrelated cervices 1o that cugiomer, 1o

Arv el wrm D aras ke oo —

5 agents and 5is affilisies that provide

communicalions-Telaed services. A 1elecoOmmuNIcanons camer may also permit such pesson or entities 10

_obtam access Lo such CPNI for such purposes. Except for use and disclosnre of CPNI that is pammrted
witlhout cusiomer approval mnder section §64.2005, or hal s described in this paagiaph, o as atherwise
provided in section 222 of the Commumcanons Aci of 1934, as amended, a telecomnnmicantons currier
may only nse. disclose, or peMI access 1o 11s customer' s mdividually idenifiable CPNT subject 1o opt-m
approval

Excepr as orhenvise permined weder Rule 64.2005, the Company's CPNI policres require that the
Company obfain o custermer'’s opt onr” or Yot " gpprovel pursuens to Rule 64.2007(0) before the
Company may nse CPNI to marher commpuications-elated services or disclose CPNS to its agents or
affiliotes that provide commuticatons-related sevvices for markering propeses. The Company does not

use CPNI for any other priposes, and does not disclese v grane access 10 CPNF 1o any vihey party,
vxeepr as permitted wnder 47 150§ 222(d) and Rule 44,2005,




Section 64.2008 Notice regnired for use of customer proprietary network information.
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(2) A ielecomumunicanons eawier musi maunamn records of nonficauon. whetbes oral. written or
eiecirantc. for at Jeast one year.

(b} Individual sionce 10 custamers must be pravided when sohaivre approval 1 nse. disclose, or
permit access 1o customers” CPN]

(c\ Content of Notice  Customer notificatio
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(1) The npotficaucn must siale Bl the customer has o night. ang e commier has a duty. wider
federal law, 10 protect the confidenuahty of CPNI

(2) The novfication musi specify the types of imformation ihat consutuie CPNT and the specific
entives thar will receive the CPNIL describe the purpases for which CPNI will be used, and mform Ihe
cusiomer of his or her right 1o disapprove those wses. and deny or withdraw access to CPNI ar any inme.

{3) The noufication must advise the customer of the precise sieps the cusiomer must 13ke 3n order
10 gram or deny access 10 CPNL and must clearly state that a demial of approval will not affect the
provision of any services (0 which e cosiomer snbscnbes  However. camiess may provide a bef

statement, w1 a clear and peuwal Jangunoge. describmg consequences directly vesulung from the Jack of
access o CPNL

(4) The nonfication must be camprehensible and must nal be misleadig,

{5) ) wrnen nouficanon is prowided. the notice musi be clearly legible, use sufbciently large
iype, and be placed iz an area so a5 10 be readily apparent 1o 3 customer

(6} I any poruon of a nouficauon 1s Fansfated mto another language, ten all portions of e
notification vmst be wanslated into that language

(7) A carmier may state w e nouficenon that te customer s approval 10 use CPNI may enbance
the carrier's almliry 1o offer products and services tmlored 1o the cusiomer ‘s needs. A camier also snay state

i the notification that 11 may be compelled 10 disclese CPNI 10 any person upon affirmative writien request

lasihie rnciamer
Sy NS onoicnien.

(8) A cerner may nol mclude in the notfication any staternen anempring 1o ENCOUTage a Cnstonier
to freezt third-party acdess 1o CPNIL

(9) The notfication must staie Ural any approval, or denral of approval for the use of CPNI
nutside of the service 10 which the customer already subscribes fom that camier 15 vahd umi} the customer
affirmaively revokes or limits such approval or denjal

(107 A 1clecomunicaions carmer’'s solicuavon for approval rausi be proximate 1o (he
notificaiion of a cosiemer’s CPNI nights

The Company's CPNI poftcies require vhar cusiomers be notificd of their vighis, and the Company’s
obliganivns, with respect 1o CPNT privr te any Solictativn for customer approvael All veguired cusiomer
notices (whether written, oval ov eectronic) comply with the reguirements of Rule 64.2008.  The




Company maimains records of all vequived cusiomer notices (whether wiitien, oral or electronic) for a
mnmnen of ple vear.
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comunication (excepi as provided m paragraph (1 of tns secuon) The contemts of any such nonfication
musi comply with the requirements of paragraph {c) ol lus secuion

(1) Camers nust wail @ 30-day mumumun penod o nie afier @ving anstomess notice and
opporlmmy 1o opr-out before asswmmmg cusiomer approvil 1o use. disclose. or permit access 1o CPNY. A
carnler may. W ns discretion. previde for o lmger peniad O JITIETS MUsSh uollly cusiomers as 1o ihe
applicable waling period for o response before approval 15 assuned
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(11} s (he cas2 of nouficavon by mail, the watng penod shall begin 10 run on the third day
following the date that the nottfication was maled.

(2) Corners usmg the ept-ont Mechanism must provide notices 10 ther CnsIOmMess every 1wo
Years.

(3) Telecommunicarions carmers that use e-mail Lo provide opt-ont notices must comply wiih Ure
[o}lowing requurements in addinon to the requrernents generally applicable 1o notification:

(1} Carriers must obtaw express. venfiable, pnor approval from consumers 1o send nobees via e-
mail regardmg wielr service m general, or CPN] m paruculur,

(1) Carmiers nst allow cusiomers (o reply direiily 10 e-niails contammeg CPNI nouces m order o
opt-ont,

() Opi-ont e-mal nouces that are remmed 10 the carrier as »ndeliverable must be sent 10 the
customer w anather form before carmers may consider the customer 16 have recewved notice,

(ivy Caryiers that vse e-man) 1o send CPN) nonces must ensure that the sobject bine of the messuge
clearly and acawralely idenufies tie subyect manier of the e-mal, and

Teleconmmmicauons casmers musk niake avatdable (o every austomer a method 1o opt-out tha
35 of no additional cost 10 the customer and that 1s available 24 hours a day, seven days a week. Camers
may sansfy s requrement Uirou ph a combination of methods, s6 long as al) cnstomers bave 1be ability 1o

a1 nn ool oand are able o elfectuate that choice uhirncuer 11|.r-u chonge

vat

In instances where tie Company is requived fo obiain customer approval for the use or disclosure of
CPNI, tite Company obtains "opt oni” approval i accovdance with the disclosures, ‘methods and
vequirements contained in Rule 2008(c) and Rule 2008¢d).  The Company's CPNI policies require tha
the Company provide "opt out" nofices 1o 1S custumers every fwo yemrs. Al cusiomers have the abiliry
fo opt out at wo cost and wsing methods that are qeailable whenever the customer chooses.

(&)  Notice Reguivemenis Specific o Oprdn A telecommunicaiions camer may prowide
notification 10 obt.on opt-uy approval throueh cral wiinen. or clecironic methods  The contents of any such
notificanon mug comply with the requuenents of puragraph (i of this sechon

The Compuny does ot civendy solicit "optin" customer approval for the use ov disclosure of CPNI

The Compony does not use, disclose or grant aceess 1o CPNI for any purpese, v any pmity or in any
manner that wonld require a cuSiomer’s "opt in" approval wnder che Conmmission's CPNF Rules.
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12} The contents of any such nouficabon must couply with the requiremenss of paragraph (c) of
s secton. except thal tefeconninicailons carmers rmay omil any of ihe foliowing nonce provisions 1f noi
relevany 1o the Janited use for which the caomes seeks CPNI-

(1} Curmers need not advise customers that sf ey have opied-out previcusly. ne action )5 needed
10 mainstaw e opi-out election,

(1) Camiers need 1ot advise cusiomers diai they moy shore CPND wWath theo affihares or tird
parties and need not name hose entines, 11 the Juned CPNI usage will not result w use by. or disclosvre
0. an afbliate or third party;

(1) Carners need not disclose the means by which a cusiomer can deny or withdraw fatnre access

10 CPNI. 5o long as carmers explom 1o cusioners that the scope of the upproval the camer seeks is hniled
{0 one-1mme nse; ind

(1v} Carmers may omt disclosure of the precise steps a cnsiomer must 1ake m order 1o grant or

deny access 10 CPNI. as long as the camer clearly commumecaies that the customer can deny access 10 his
CPNI Tor the call.

In instances wheve the Company Seeks one-time cusivmer approval for the use or disclosure of CPNI,

the Company vbtains such appreval v accordance with the disclosures, methods and regunremems
contained in Rule 2008(7).

Section 642009 Saleguards required for use of cnstomer proprietary network intormation.

(1) Telecommunications carnes must inplement a system by which e scetes of 4 cosiomer's
CPNI approval can be clearly established prior to the vse of CPNI.

The Company's billing system allows authorized company peysonne! fo easily determine the staux of a
customer’s CPNI approval on the customer aecount seveen privy to the use ov disclosure of CPNIL

(b} Telecommunications caviers must mam ther personnel as to when ihey are and are nol
suhorized 10 nse CPNI. and carvers must have an express disciphnary process w place

The Company has established CPNI compliance policies that include emeployee training pn restrictions
on the use and disclosure of CPNI and required safeguards 1o protect against unavthoerized use or

disclosure vf CPNL  Employees have signed shat they understand the CPNI polivies and a violation of
those policies will result in discaplinary action.

(c) AW carriers shall maintam a record. elecsomically or v some other manner. of their awn and
thelr offiliates” sales and markelng campaigns that use theu costomers” CPNL. AJ) cammiers shall matntawm 2
record of all msuances where CPNI was disclosed or provided 10 1thud parties. or where thud parties were
aMowed access io CPHY The record must include u descoption of each campaign. e specific CPNI tha

was used i the campeign. wnd wWhat prodecis and services were affercd as a part of the compign. Camers
shyall retau the record for a mmmnun of one yewr

The Company’s CPNI polivies requve thar all sales anid marketing campaigns tieliding those niilizing
CPNI be recorded and kept on file for at least one year. Recovids ave also maimiaiied for disclosure or
aeccess to CPNIT by third payties. The records mclude the requived tnformatton listed in Rule 64.2009(c).
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The Company’s CPNI pohctes requive employees fo obrain approval from the Company’s CPNI
Compliance Qfficer for all mavketing campaigns, including thuse nniising CPNI, privr to tnitioting that
campatgh.  Recovd of vhe marketing campaigns, along with the appropriate Supervisery approval is
snanttarmed for of feast onre year.

(e} A tlelecommmuncations carrier must have an officer. as an agent of the carrzer, sigm and file
with e Commission a compliance cersficaie on an annual basis The officer musi staie m e certification
that he of she has personal dvowledge thai the company Bs esicubshed oporaimg pocedures hat are
adequate 10 ensure compliance with the rules sn tns sebpart  The carner must provide 2 statement
accompanying the ceruficate explommg how ns operalmy procedures ensure that 3 15 or 15 not
compliance with the rules m ths sabpart  In addition. the carnier must mchide an explananon of any
actions taken agamst data brokers and a sununary of all customer complamis recerved m the past year
concemig the unanthorized release of CPNL This fihng must be made anmually with the Enforcement
Burean on or before March 11 EB Docket No. 06-36, for data pertaunme 10 the previous calendar year.

The vequired officer certification, actions taken agmnst data brokevs and summary of customer
complaint decrmems ave tecluded with this accompanying sciiement The Company will file these
docwmenis v an annual basis on or before March 1 for data pertaining to the previous calendar year.

(f; Carriers must provide written nolice within five business days 10 the Commission of any
msiance where the opi-out mechamsms do nol work properly, 1o such u degree that consamers’ mability to
opt-omt is mor e thun an anomaly

(1) The nouce shall be in the foro of a letter, and shall mclude the carrier’s name, a description of
e opt-out mechanism(s) used, the problems(s) experienced. he semedy proposed md when 3 'wil) be/was
mplemenied, whether the relevint suate cormmssion{s) has been notified and whether 11 has wken any
action, @ copy of Uie natice provided w austowers, and contsct mfotmation ‘

(2) Such natice musi be sabmntied even if the carrrer offers other methods by which conswners
iy opl-oul.

The Company's CPMNI policies incude a precess fo previde the veguived writen notice 1o the
Commrissions within five business days of an opt-out mecharosm failuve that 1s more than an anomaly.
Tie procedure wmeers the veguivrements fsted ie Rude 64.2009(1)

SiCTE ¥

Section 642010 Safegzuards on the disclosure of customer proprietary network information.
(a) Safeguarding CPNI. Telecommuwycalions corers st 1ake rcusonable measwes 1o discover
and protect agamst atiempis 10 gan wignthorized sccess o CPNIL Telecommmnicatious carmers mnsi

properly authenticate a customer pnor 10 disclosmg CPNI based on costomer-minated 1elephone conlact.
online account access, or an M-S10TE VIS

The Company’s CPNE polivies mnd emplopee fraining include reasonable measnres 1o discover aml

protect against activity that is indicanve of pretexting and cmployees ave insirnicted to wotify the CPN]
Compliance Officer if any Such aclivity is suspected.

(by  Telephone tecest to CPND Telecommumcations carmas may only disclose call detail
nformauon over the telephone, based an customeramumed telephone contact. 1f the customer firs
povides the carmer with a password. as described 10 paragraph (¢) of 1ns section, that s not prompied by
(he carmer askine for readily available biographical nformution. or acconnt niormation. 1f (he customer




does nov provide 3 password, the teleconimnnicaions camer may only disclose call deinl wiorwation by
sendine 1010 1he cusioer’s address el recond. o1 by calimy the customer ar the lelophone number af
coretd b custmne s abic o provde call daind iviemiaien tethe vefcueinioei e alica s Conte daon
Custoet - gonaied 1 withiont e icdecommmnueanens casiel s asasiance, then e iole x_\\l'ﬂjilllll(.im‘g.'llr
Casnien s peomined in discuss e calt derasl mionaanen provided by the aesiome

The Company's CPNI policies ensure that a customer is only able 19 access call detail infoymarion over
the telephone in one of the ways listed i Rude 64.2010(h). If the cusiomer cannot remember their
password, ey ave prowmpied jo answer a Secwiry guestivn. Neither the password wov the securioy
question are based on readily avarlable blegraphical information or accomwnt information.  Customer
servive representafives are inkiyicied fo anthenticate eustomers over the tefephone i all instancees excepr

in the case where the customer provides the ool derail information withont the assissance of the
Company.

(¢} Online access 1o CPN] A (deconmnnmicanens camer must andienticate o Cusionier wisiont
e use of readily available ographical mformnation. o account miormmaucn. pnor to allowing e
custaner onhine access to CPNU related 10 8 1elecommunications service account. Once anthenticated. the
customer ay only obtaiy onhne access to CPNI velated 10 a 1elecommumcaiions service account through a
password, as described m paragraph (€) of this secuon, thaiis not prompted by the carner askang fos readily
available biographical information, or acconnt miormatian.

The Coempany’s CPNI policies requive cusiomer authentication withowi the use of veadily available
biograpkical Infenmaiion ov acconnt mfermerion prier to vaftally gaymng access fo an gecount online

Onee the customer is authenticated the customer is requived (o use a password Jo obfain enline necess (o
CPNL

(dy In Sore access io CPNI A elecommmmicauons carner may disclose CPNI 10 a costomer

who, a1 o carrier’syelal location, fust presents 1o the welecommuicanons carmer or 1S agent a vahd photo
1D matching the cusiomer*s acconnt nformanaon.

The Company's CPNI policies allow the Company to disclose call detail CPNI to the eustomer at o reail
location after presenting a valid phoete ID thar matches the cusiemer’s accound inforimmion

{e) Establishmeni of « Password and Buck-up Awhentication Methods for Losi or Forgoten
Passwords  To estabhsh a password, a 1elecommumecanions carrier must aulhenticate e cusiomer withoni
the vse of readily avalable biographical wiormanon. or acconnt nformanon. Telecommunicabons carriers
may create o hock-up customer authenvcation methad m Ue event of a Jost or forgotien password, but such
hack-up customer autienncation metod may nov prompt e customes for readily available biographical
mformation. oy accomt mformenon. I a cusiomer cannot provide the correet pussword o1 e correct

response Tor the back-up cnstomer authemicanon methad. the enstomer most esiablish a new password ag

The Compuany’s CPNI policies allow for a few ways 1o establish a password, all of which ensuve
compliance with the above piaragraph. Facl method alse allows the customer to establish a back-up or
secuyiry quesiion i the event thar they forger their password. I no evenr does the Company use readily

availfable biographical infoymation or acceunt informaien a5 a back-up question or as a means o
establish a password or authenficoie the cusStvmer.

(1) -~ Nonficution of accevnt changes  Teleccommumcabions carmers musl noitfly cusiomens
wmmediately whenever o password, customes Tesponse 10 o back-up mcans of suthenucaton for lost o
forgotten passwords, onlne acceunt, or address of yecord 15 created or changed  Tins notificaiion is nn
sequied when the Lostomer mitales service. mcluding e selecion of a password al service imitarion
This noufication may be throngh a carner-origmuted vorcamal oy text snessage 10 Uie telephone number of

record, or by mai) 1o the address of recard. snd must nov revea) the changed wformuion ar be sent 16 1w
new acconnt miermaion.




Tiee Company’s billing sysiem genervates a nouificanion feniey when any of the fields listed in Rule
642000 is crented or changed. The Compaony imnredrarcly mails eat the notification to the adaress of
vecord (nevgs o mew addies o wlen vcguived By Rode 00700005 e s entead af ifie nenification commplics
seith the reguiremelis of Rt 6 20000(]).

(g) Business Cusromer Exempron.  Telecommmmcapons Currters may bmd ienselves
contractually 10 authertication regimes other than those described 1 this section for services they provide
10 their busbiess cusiomer that have both a dedicated acconm representanve wnd a conmact that speaifically
addresses the carners® protection of CPNE

The Company has contractual ngreements in place with vavions business customers. The controcis
specifically address the carrievs’ protection of the bustiess customer’s CPNI in accordance with Rule
64.2010(g), incInding a dedicared account representative

Section 64.2011 Notificaiion of customer proprietary nelwork information  secnrity
breaches.

{a) A telecommunications camer shall notify law enforcement of a breach of sts customers” CPNI
as provided m tis section.  The carmier shall not nonfy 1is customers or disclose the breach publicly.

whether voluntanly os wnder state or Jocal law or these rujes, until 3t has completed Wie process of notifying
law enforcement pursvant to peragraph (b).

(b} As soon as pracircable. and 1 no eveni Jater than seven (7) buswiess days. afier reasonable
determmation of the breach, the relecommunications carmer shall electromeally nonfy the Unied States
Secret Service (USSS) and the Federal Bureun of Invesngauon (FBI) dwough o cenwal reporimg facility.
The Commission will Maimtam a link 1o hereporung facilny ¢ htipAwww fee, gov/eb/cpn.

(3} Nowwithstndng ey stare law 10 the conuary. the casmier shalf nol noufy cusiomers o
disclose the breach (o the public vnnl 7 full business days bave passed after nouficauon 10 the USSS and
the FBI except as provided m paragrapbs (2) and (3).

(2} I he camizr believes hat there1s an exozordinarily urgent sieed 10 notfy any class of affected
cusiomiers sooner than otherwise allowed under paragraph (1). w order to avoid pnmedate and uveparable
harm, it shall so mdicate i s nouficanon and may proceed to numnediately noufy 1s affected customers
onty afier copsultanon with dierelevant mvestigating agency. The camer shall cooperaie with (he relevam
mvestigaling Jgency s request 1o mumiize any adverse effecis of snch customer noufication.

(3) ) (e relevam wivestigatng agency determuies that the public disclosnre o1 nouce 10
customers would inipede o1 camproniise an ongoing or poiential criminal wvestigauon or national security,
cuch zgency may direct the carrier not 1o <o disclose or nonfy for an nial pennd of no 10 30 dave. Such
penod may be exiended by the sgency as reasonable necessary in the judgment of 1be agency.r If such
drection is given. the agency shall noufy the carrier when 1t appears that public disclosure or notice ta
affected customers will no Jonger impede o compromise a crumisal Uivestigalion or natignal security. The
agency shall provide m wrnng s nitial direcion (o the carmier. any sabsequent exlension, and any
potification that novice will no Jonger impede o7 COMPromise a csunBlal Nvestigation of nahanal securiy

and such wanings shalt be contemporanecusty logeed ou the same reporiing facility that contaws records of
notificauons filed by carrers

(¢) Recordkeeping. All carriers shall mawitain arecord, elccvomecally ar m some other muanmer, of
any breaches discovered. nonficaton made to the USSS and the FBI pursuant 10 paragraph (0). and
notificanon made to customers  Therecord must melude 1favatlable. dates of discovery und noiBeation, a
detgled descripiion of the CPNI thai was the subyear of the breach. and the circnmstances of e breach.
Cwiers shalt retwin the record for w pimimum of 2 years




The Conmpany has policies and precedures iy place to ensure compliance with Rule 64.2017. When it is
reasonably determined that a breach has occurrved, the CPN] Compliance Officer will notify low
wnforcement aud i oegomer 0t reguived meframes Drevord af the breaclhowdtl be maimained for
o mndaon ef  nee o vears dridh el aichede b tefermaiion requived by Rule 0420710




